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Information and Security — IT Operations
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Security
Supports the operation and
security of eMoney’s network.

Anti-Virus

Email Filtering
Intrusion Prevention
Data Loss Prevention
Firewall Management

o

Product Operations

Provides external technical
support for client-facing platforms.

LBS

EMA

NEXUS

DMZ and EMAPLAN User Accounts
Production SQL

eMoney

O

Corporate Operations
Provides internal technical support
for eMoney employees.

Mobile Devices

Virtual Desktop
Desktops & Laptops
Internal Applications
Conferencing Systems



Keeping Data Secured

All employees and contractors are responsible for protecting
eMoney’s information and systems from cyber security threats.

* Application security

* Policies and procedures
* Personnel management
* Antivirus and firewall

* Encryption

* Audit compliance

* Contractual obligations

Security questions or concerns? Email Security@emoneyadvisor.com

eMoney



Tips to Help eMoney Stay Compliant

ALWAYS lock your computer when you are away from your desk

« Keyboard Shortcut:

NEVER share your passwords or write them down

« Utilize KeePass — A password storing application available in Software
Center

eMoney



Equipment

All full-time employees will receive:
— 1 Monitor
— Headset
—  Wireless Keyboard/Mouse Set
— USB-C Hub
— Additional Display Cables
—  Power Strip

Please allow up to 1 week after your first day
to receive all equipment!

eMoney
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| Logging into Your eMoney Laptop




Your First Time Logging In

eMoney Username: first initial + last name
ex: jsmith

Password: eMoneyNewHire20206!

Note: Your password will be changed once
connected to internal network.

Once successfully logged in, connect to
Wi-Fi. Please ensure that your laptop has
established a connection to a secure Wi-Fi
network.

eMoney



Connecting to VPN

VPN (Virtual Private Network)

VPN allows you to create a secure connection to eMoney’s internal network.

* Fulltime employees connect to EMA VPN
« Contractors connectto EMA VPN HUB

Important Notes:

« eMoney internal applications will not be accessible unless connected to VPN.
» Internet connection is required to connect to VPN

eMoney



Okta Verify — Multifactor Authentication Setup

Install the Okta Verify app on Click Get Started > Next For Account Type choose Click
your mobile device > Add Account Organization Yes, Ready to Scan

$¥ okta Verify

e Okta Verify Add Account
3u Okta Verify
@ Choose Account Type

Choose the type of account you would like to add

4.8 -
Organization
Kk Busir
Work, school, company

.
What's New > Other

g Facebook, Google, etc

- This relase contains internal improvements and usability No accounts added

fixes.

Before you continue, make sure your QR code is
shown on another device, such as a laptop

Where do | get my QR code?
Add an account to verify your identity when you
. access your organization's apps
Preview

Seamless authentication Protect your accout
and device security factor authen

118

Add Account

901813
[0 Add Account from

ice?

How it works B Github. If you have an Okta Verify account on another device, [

you can add it to this device.
é Q Add Account

Click Skip

No, Sign In Instead




Okta Verify — Multifactor Authentication Setup

Visit Okta and the prompt
below will appear

eMoney

Set up security methods

help protect your eMoney
uring only you

Required now

0 Okta Verify

e or computer,

prove your identity

Click Setup Okta Verify
on a Mobile Device

eMoney

O

Set up Okta Verify

k "Open Okta Verify" on the browse

t a prompt?

Set up Okta Verify

Okta Verify? Download here

{ up Okta Verify on a mobile device J

Allow camera access in Okta
Verify, then scan the QR code
on your laptop

eMoney

O

Set up Okta Verify

Laptop

emoneyadvisor.okta.com

Click
Yes, Ready to Scan

Okta Verify

©

Account Added

rdavisadm@emoneyadvisor.com

You can now securely sign in to your organization's
apps.

Return to your organization's instructions to continue.

Important: Keep this app installed on your device.
You'll need it to sign in.



Connecting to VPN Using Okta Verify

Right click on the
Checkpc_aint Click
Click on the Show Hidden [| _Endpoint Connect to... Py —
Icons arrow in the lower Securlty lcon .
right corner of your screen (looks like a lock)
(near you date and time) T -

O=rrl

VPN Options

Help

2:24 PM L Show Client
5/3/2019 Ef s Shutdown Client

Did You Just Try to Sign In?

</ Havertown, Pennsylvania, United S...
More Info

@ Just now

On your mobile device,

open the Okta Verify v 6 Do = |
app and select ]
- “Yes. It's Me” Connection
H
s v st e s s rct Successful!
Passwor d V\:n:ows Password ,

—uJ

Yes, It's Me ’

No, It's Not Me
Connect Cancel Help

eMoney



Changing Your Password (Always on VPN)

Current Password:
eMoneyNewHire2026!
Lock

Switch user

Sign out

Task Manager

Password Requirements:
At least 15 characters — with 3 out of 4 of the following:
* 1 capital letter

* 1 lower case letter Passwords expire

* 1 number every 90 days
« 1 symbol (Ex. #, 3, !, %)




eMoney

| Internal Applications




Accessing Internal Applications

1. Most applications are accessible through Okta,

our single sign-on hub

2. https://emoneyadvisor.okta.com

3. Easily access your Okta account via the Okta
Browser Plugin by clicking the little blue circle icon

located at the top right of your browser

@& emoneyadvisor.okta.com W m

eMoney

eMoney

A MyApps
Work

Add section @

Notifications 1

Last sign in: an hour ago

© 2021 Okta, Inc. | Privacy

® Work

¢Money sugg.,

eMoney Service
Portal

@2 Calendar

Office 365 Calendar

Office 365 Mail

& Newsfeed

Office 36!

5

Newsfeed

.-,Z‘-_ Plan

Office 365 P

ner

nnnnn

"

Office 365 Teams

B Tasks

Office 365 Tasks

=2 Pingboard

Pingboard

e

Office 365
PowerPoint Online

E“ Delve

Office 365 Delve

@ video

Office 365 Video

|

Angela .
eMoney Advisor, LLC

Eg Sway

Office 365 Sway

] Office 365

Office 365 Office



https://emoneyadvisor.okta.com/
https://emoneyadvisor.okta.com/

Service Portal

eMoney’s Service Management Platform

Employees can submit tickets for:
+ Software

* Hardware

* Access

* Report a break/malfunction

* People Experience (HR)

Okta Tile

eMoney sagg

eMoney Service
Portal

eMoney

BrolicyLibrary  MiKnowledge

Ewycesf] v appovasff]  systemstatus @Angeumlscn

How can we help you?

Q search for technical services.

TP W@ AW G

Al Access  Corporate Dev Exbeta Mardware _ PeoPle  Producton  securty  software
services to systems  support Super Experience  Systems
systems Access

= | Featured Services and Favorites

®» ome % @ @

Request New Al Al Code Development IT Project Request Virtual Machine Pluralsight
Software Tools. IT Project Request Pluralsight
Access Al Code
Development Tools
Access to Systems A Syse

Company Policies
Keep up to date with the latest
company policies.

Use of d Artificial i (A1

Assets Acceptable Use Policy




Incident vs Request

Incident
Something’s broken and |
need it fixed so that | can
get my work done.

Incident Examples:

Monitor is not working

My laptop’s performance is poor
and negatively effecting
productivity

Unable to connect to network

eMoney

@ CorpOps Systems

Computers, Software, Email, Phones,
RSAMNPN, Contractor VDI & User
Accounts

Request Office / Badge Access

Submit an Incident

Get Access <

Request New Hardware «(——

Softwars

<
Salesforce Issues or Requests
Phone System Changes
Submit a Change Request

EMX Support/Admin Access

Request

| need something that |
currently do not have to
more effectively perform
my job duties.

Request Examples:

* I'd like a Webcam

* | need access to a space in
Confluence

* Add/remove users from email
distribution group



Knowledge Base

Database of articles that provide in-depth information, FAQs, and troubleshooting guides on common issues and topics.

? Knowledge Base

Howto |l

Email

stance-Policy
Fax

How to Connect to SSLVPH from mputer

Jabber

Handbook
nd Expense Policy

nce-Policy

L2}
2]
o
o
o
o
o
o
2]
o
o
2]
o
o
2]

eMoney



Service Portal Policy Library

You Have Documents Waiting For Your Acknowledgment.

Travel and Expense Policy eMoney Advisor Employee Employee Name and Likeness
Handbook Policy INTERNAL

Read and Accept
Read and Accept

eMoney Advisor Privacy Policy eMoney Advisor Acceptable Use
; ; : i N of Information Assets Policy

Read and Accept Read and Accept
Read and Accept

Be sure to read and accept all policies assigned to you as soon as possible!

eMoney



Software Center

Software Center allows you to install software as needed. If on a Mac, this is the Self-Service Center

Q. Software Center]
<« o Web  Apps  Documents  Settings  People  Folders  Photos

Best match =

& Software Center

App
Search the web Software Center
App
q Software center - see more search -
results
Open
Q. software center open >
Open file location
ftw te >
Sl walc e £ Pintostart
Q  software center windows 11 > S Pin to taskbar
Q_ software center desktop >

B | Q search

eMoney

B Software Center

S Updates.
T Operating Systems

I> Installation status.

Al

Required Featured

e [a1

<] sotby [Mostrecent  +

e @l

Jabber Jabra Fix  Windows 11
eMoney Classic Right-Click
20240207

eMoney T
20221213

/A
®

Configure Office  Eraser - Install
Printers -Install  The Eraser roject
etoney T 62

20210412

Keepass Totu Drivers
Dominik eicn Dispaylink Corp.
232

Atlassian Cisco Webex

Companion - Inst... Productivity Tool...
Atassin, inc c
122 31112

Reader DC

Adobe
200120142

z

Filezilla Clint -

Install (x64)
Tim Kosse:
3390

Representative
Console

Webex Meetings
Desktop App - In.

Search

@2 Ha

Mozilla Firefox  Dell Drivers. Snagit 2021 - Jabra Direct -
Updates Install Install
Tecnsmitn ssors
20020812 2144

& @ @

Seismic Plugin for 1T Tools - Flush
Recording Player... Microsoft Outioo... DNS
Cico Seismic eMoney T
312348 sasz 2180675




Video Conferencing Best Practices:

For companywide
Zoom webinars,
disconnect from VPN
(Just use Wi-Fi)

Use a headset

Z00Mm

Check audio and video

settings before each
Collaborative Midsize internal & meeting

Internal Meetings external meetings

Visit the Knowledge Base in the Service Portal
for more information on these platforms.

eMoney



Internal Communications Platform: Microsoft Teams

Microsoft Teams is our internal
communications platform and the hub for
team collaboration in Office 365 that
integrates the people, content, and tools you
need to be more engaged and effective.
| B AL

Beth Davie:

, Kayo, Eric, Jazmine, +2
Itw at 1 sync with §

rlotte de Crum

) e

Thanks Daricls, | gat back 16 you today. 've comploted
fy initisl cos eatimates foc Q3. Hore thay ane.
ie Beaudouin

Thanks Darketa and Will. This is really starting to come
togathar

e

Yas, im just working o

deck now, it should be compl
and @mention the relevant people for feedback.

today. | will st

Daniela, | can help you with the deck today. I've completed the intial costings for spring

I can halp you with the rollout plan for EMEA as i've been working closely this week with the local marketing

team to get the timings frem the external AD agency and media buying team,

That would be a great b

I've made a start with APAC and LATAM, now i'm jus

That's great. | will collate all the materials from the media agency for buying locations, footfall verses
media costs. | presume the plan is still to look for live locations to bring the campaign to life?

The goal is still for each local marketing team to be able to target audience segments

This is great progress, if you both can set something up with me to review when you feel you are in
a good place for feedback. | have a free slot tomorrow marning.

It would be great to sync with you both EOD to have a quick run through before tomorrow.



Cisco Jabber

Cisco Jabber is a communications application used to make and receive calls from your laptop.

@ Cisco Jabber & — O X

S

Cisco Jabber

dearter Sign in using your windows credentials
*—
(username only + password)

Sign In

Extension located here

)
&

(5

B [

Q. search or call +

~ corp ops

o DeShaye Carter - 4040
4040

For Jabber troubleshooting tips please visit the Files tab in the IT Operations — Public, Phone Support channel in Teams.

eMoney
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Contacting CorpOps

» Service Portal: Submit a Ticket (Preferred Method)
« Email: CorpOps@emoneyadvisor.com

* Microsoft Teams: IT Operations — Public > CorpOps
* Phone (leave a voicemail):

*  x4004 (Internal)

« 610-684-4680 (External)

Online Support:

* Monday through Friday from 7:30 AM — 8PM EST

eMoney


mailto:CorpOps@emoneyadvisor.com

Questions?
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